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Description

Logged in users via HTTP Basic will always be re-authenticated by the authentication provider manager, because the
UsernamePasswordHttpBasic token always sets the authentication status either to "authentication needed" or "no credentials given".

There are two cons related to this fact:

1. After being logged in, every following request results in a new authentication which could (or better should) be very cheap
depending on the used hashing strategy. Thus requests taking a long time and stressing the server.
2. Every requests results in changing to a new session.

A possible solution could be to narrow down the use of "authentication needed" and only re-authenticate under the following
circumstances:

1. The username has changed.
2. The password has changed.

Detecting a change of the username is easy. Just store the logged in user in the token and compare it with the current.

Detecting a change of the password is the problem, because you should not store the last used password in the token (security). Also
hashing the password is no good idea. Maybe you could ignore changes in password and rely on getting the same username
password combination all over the time (or for a limited timespan).

Maybe some else has an idea how to solve this more deterministic?
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